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About this document

These materials are part of the Multimedia Training Kit (MMTK). The MMTK provides an integrated set of multimedia training materials and resources to support community media, community multimedia centres, telecentres, and other initiatives using information and communications technologies (ICTs) to empower communities and support development work.
Copyright information

This unit is made available under the Creative Commons Attribution-NonCommercial-ShareAlike License. To find out how you may use these materials please read the copyright statement included with this unit or see

http://creativecommons.org/licenses/by-nc-sa/1.0/legalcode  
Introduction

Access control is about ensuring that information is accessible to those who are authorized to see it, but not to those who aren’t (this is not always as straightforward as it sounds: being too strict about access can deny information to those who need it). 

In general, do not prevent access to information or resources unless there is a good reason to - creating unnecessary barriers will just make additional work and wasted effort. 

The main type of access controls you should consider are passwords and firewalls. 

Passwords

Passwords are a way of checking that the person trying to use a computer (or access an online database, or change the setting of an e-mail list) is the person they say they are, and that they have a right to access the information concerned or perform a particular task. Although passwords are not infallible, they are an important basic step towards protecting computers, files, networks, and online spaces such as web sites and discussion boards.

· Computers: if you leave your computer unattended, or if it is stolen, anyone will be able to access all the information it contains. This may include sensitive information such as organizational records, banking details, records of online community members.

Think about the information contained on your computer. If it was stolen today, what information would the thief have access to? In what ways could it compromise your organization or community, or embarrass you personally if this information was made public?   

Operating systems such as Windows offer password protection to restrict access to designated users of the particular computer. Although this offers little protection against people who are seriously determined to steal your information, it is the simplest precaution you can take, and likely to be effective against casual theft.

	Creating a password on your computer in Windows XP

· Open User Accounts in Control Panel. 
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· Click your user name. 
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· Click on Create a password. 
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· Type your password in the Type a new password and Type the new password again fields. 

· You will be offered the option of typing in a password hint. This hint will be accessible to anyone who uses the computer – so if you make use of this option, make sure that the hint will mean something only to you.

· Click Create Password.

The next time your computer is started you (or anyone else using the computer) will have to enter a password in order to access Windows.




· Files: Apart from password protecting access to your computer overall, office productivity software such as OpenOffice.org and MS Office generally let you password protect individual documents by requiring a password in order to open and/or modify them.

	Security and privacy options in MS Word
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These setting are particularly useful to bear in mind if online community members need to work collaboratively on documents.




· Online spaces: passwords can be required to access online spaces such as web sites, discussion boards and wikis, or to modify the information they contain. Think about the online spaces for which you are responsible. Ask yourself


· Does this space contain any information which should not be open to the public? (Remember, it is best to avoid imposing any unnecessary access restrictions).

· If access restrictions are needed, to whom should access be restricted?

· What levels of access restriction are required? For example, should only certain groups of people be able to read the information contained in the space, or should everyone be able to read it, but only certain groups of people of individuals be able to modify it?

If you decide that restrictions on access are required, ensure that you or your technical support set up corresponding password protection.

· Networks: passwords should be required for logging on to local area networks (such as those within an organization)

	Password tips
· Don’t reveal your password to anyone else.

· Don’t use personal information such as your phone number, mother’s name, or the name of your cat as a password.

· Passwords should ideally be a random sequence of alphanumeric characters not less than six characters long, using both upper and lower case character. For example: KH92hw 

· Never use sequential passwords (such as the names of days or months)

· Don’t reuse passwords - or at least not within a year or two of their previous usage

· If you have reason to believe that someone has accessed your system without permission or supervision, change your passwords immediately.

· Never use the same password more than once on the same system




The steps outlined in this lesson step are the most basic ones towards maintaining computer and online privacy. 

· If you are responsible for maintaining an organization’s network, you will need to develop and implement a comprehensive security and privacy strategy, of which passwords are only one element.  

· If you work with highly sensitive information or need to ensure exceptionally high levels of privacy you will need to go beyond these basic steps. APC’s “Participating with Safety” briefings can set you on the path to learning about more advanced tools such as BIOS passwords, encryption and digital signatures.

Firewalls

A computer which is connected to the internet is open to unauthorized access via this connection. A firewall is a way of preventing unauthorized access to and from computers via the internet, and of restricting access to particular services or programmes. 

Obviously you don’t want to block all network traffic to and from your computer – if you did, you would be unable to use the internet. Rather, you need to ensure that “good” traffic (such as your e-mail and the web pages you want to view) can move freely, while “bad” – i.e. unauthorized – traffic is kept out.

	Who might be trying to access my computer through its internet connection? And why?
Sometimes computer systems are the direct target of would-be unauthorized users – for example, the computers of banks or government departments might be targeted in order to steal personal information. 

The average computer user or organization is unlikely to be targeted directly. More common is that unscrupulous people use tools which scan the internet for unprotected computers, and then exploit these insecurities for a number of purposes, such as

· Accessing data such as passwords.

· Transmitting worms and other malware. 

· Using your connecting for mass mailings of junk e-mail (“spam”).




Firewalls are an essential tool in securing both organizational computer networks and standalone computers which connect to the internet dial-up or broadband access – the only computers that do not need firewalls are ones which are not connected to the internet.

· Organizations which are running local area networks need to ensure that online security plans include implementation of firewalls. (Many options are available – this lesson cannot go into detail).

· Individuals or organizations with internet access on standalone (i.e., non-networked computers) computers should install personal firewall software to identify and block unauthorized access. Although Windows XP includes a firewall tool, dedicated tools such as ZoneAlarm provide a higher level of security and more flexibility

	ZoneAlarm is highly-recommended personal firewall software, and is free for individual and not-for-profit use: http://www.zonelabs.com/store/content/catalog/products/sku_list_za.jsp 




Access controls and your online community

You have learned about the most basic access controls which you, as a computer user, should implement. What are the implications for your online community?

· Access controls are needed to ensure the reliable functioning of the technologies which support your online community. Unauthorized access can result in damage to your systems, and could mean that your online spaces (such as web sites, databases and discussion forums) stop working.

· Access controls should be configured to support your particular community or network: online communities come in different shapes and sizes. The have different purposes, and different ways of operating. Some are very public. Others – ranging from private workgroups to support groups on sensitive topics – are very private. Some networks need both private and public online spaces: for example, a public space for discussion, and a private workspace for committee members. Make sure that your access controls support these functional requirements.

· Ensure that sensitive information relating to your online community or network is secure: implement appropriate access controls on your own computer, and ensure that those responsible for other computers housing this information do the same. This means going beyond you own computer and your organization’s network to - for example – sensitive data which community members may be storing, the internet service provider which hosts your web site etc.

· Help raise awareness of the need for access controls among community members.

· If your community or network is particularly at risk, investigate more sophisticated access controls. Groups working with sensitive information – such as human rights or health records – need a deeper level of understanding, and should take more extensive precautions than those outlined here.

Summary

· Control access in such a way that the people you want to access your information can do so, and those you do not want to cannot.

· Use passwords to protect computers, files, networks and online spaces.

· Use a firewall to prevent unauthorized access to your computer via the internet, while allowing authorized traffic in and out.

· Ensure that you have access controls and policies in place which support and protect your online community.
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