MULTIMEDIA TRAINING KIT

Trainers' notes: Access control
Developed by: APC
	Introduction
	Introduction to access control: passwords and firewalls.


	Timing/duration
	+/-1 hour as presentation and discussion; +/- 1.5 hour if hands-on practice is included.



	Content outline and main topics covered

	· Introduction to access control
· Passwords

· Computers

· Files

· Online spaces and networks

· Firewalls


	Target audience
	General. Aimed primarily at the individual level, but can be used as part of an introduction to organizational planning for SOC.


	Prerequisite skills/knowledge
	Basic computer literacy; awareness of basic issues relating to secure online.


	Unit objectives/expected outcomes
	By the end of this session participants should
· Be aware of the main issues relating to access control

· Be able to take basic access control measures on their own computers



	Pre-workshop activities
	If possible find out what operating systems participants are running on their own computers.


	Notes on using exercises
	See “Comments” below.


	Resources included with unit
	· Trainers’ notes

· MS PowerPoint presentation

· Handout

· List of additional resources

· Additional reading: “Passwords and Access Control” briefing

· Materials evaluation form (for trainers)

· Workshop evaluation form (for trainees)

· Copyright statement

Use the general MMTK Security glossary with this unit.



	Additional trainer resources
	- 

	Equipment needed
	For “presentation” version:

· PC with internet connection

· LCD panel

For hands-on version:

As above, plus 

· 1 PC per 1-3 participants.

· CDs with firewall tools.



	Comments
	Ideally this session will include the opportunity for participants to install and configure at least one of the tools demonstrated.

However, it is valuable even as a simple presentation and question-and-answer session. The most important thing is to raise aware of the basic issues and principles and how to respond to them. 

Present the basic information about access control, and ask participants about their own experiences and access control practices; demonstrate a selection of appropriate tools, and if possible guide participants through hands-on installation and configuration of one or more of the tools.
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