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About this document

These materials are part of the Multimedia Training Kit (MMTK). The MMTK provides an integrated set of multimedia training materials and resources to support community media, community multimedia centres, telecentres, and other initiatives using information and communications technologies (ICTs) to empower communities and support development work.
Copyright information

This unit is made available under the Creative Commons Attribution-NonCommercial-ShareAlike License. To find out how you may use these materials please read the copyright statement included with this unit or see

http://creativecommons.org/licenses/by-nc-sa/1.0/legalcode  
Introduction

Computers extend people's creativity and ability to communicate. When things go wrong this can create many difficulties. Lost information can represent a loss of work or creativity that cannot be replaced. If information is lost by theft, or through the unauthorised access to the information on the computer, it can lead to fraud, identity theft or worse. 

By understanding how information can be held reliably and securely we can minimise the risk that information will be irretrievably lost, or that it will be disclosed in a way that compromises the security of the computer user or the person that the information relates to.

The most basic security precaution is about keeping copies of information, so that if one copy is lost or corrupted you can use the backup copy. 

The risks to information are numerous:

· A user might accidentally delete a file
· A fault on a computer may damage information
· Computers might be stolen
· Computers might be physically damaged or destroyed by events such as fire, flood or vandalism
Data loss may be catastrophic – for example, if a computer is physically destroyed by fire and no copies of the data exist, or more simple/limited – for example, if the user overwrites a file or a computer crash damages a file the use was working on at the time of the crash.

All of these risks can be managed provided that the computer user works in a secure manner.

Simple loss of information and how to guard against it

Fairly limited loss of information – such as the loss of a single file can happen in a number of ways. For example:

· You accidentally delete a file or overwrite information.

· The program you are using crashes and corrupts the file you are working on.

· Power failure causes you to lose the file you are working on.

Configuring your office productivity software

The controls provided by the configuration options of word processors and other programs help you to reduce the likelihood of data loss, and the consequent loss of time whilst work is re-created.

· Many programs have an “AutoSave” option. This uses a timer to regularly save the files currently being worked with, with or without a prompt by the user. This means that even if you forget to save work regularly, the program will do it for you. 

How you enable these features varies from program to program. You can usually find these settings in an “options” or “configuration” menu, and are variously called “security” or “saving”. In general they all work the same way, with the exception that some programs set up a folder specifically to hold the backup copies of files.

	AutoSave Settings in MS Word (Office XP)
In the Tools > Options dialogue, click on the Save tab.
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Set the auto-save feature to work every ten to fifteen minutes. With the auto-save feature enabled, if there is a problem with the computer or the program you can restart and load the last saved version of the file.

As well as saving, you have the option of creating “backup copies”. If you use this option, the last saved version of the file is renamed to be the backup file. The most recent version working file is saved as a new file with the same name. 

This means that if you realise that you have accidentally over-written a file, or saved an incomplete or corrupted version, you can re-load the backup version of that file and recover a large part of the content.




Catastrophic loss of information and how to guard against it

In security terms, as catastrophic failure is an event that leads to the large scale loss or damage to information and equipment.

It is possible to lose a substantial and/or particularly important part of the information stored on a computer in a number of ways:

· The user can accidentally delete large areas of the file system.

It is quite easy to reduce the likelihood of users accidentally deleting important program or operating system files. If the user is allocated a specific “workspace” for their data files – an area in the storage system that they use exclusively for their work, then they should have no need to manipulate any other files on the system. 

Most operating systems use the idea of a workspace – for example the “My Documents” folder in Windows. Ensure that you use this space and this space alone for your files.

	Use the My Document folder in Windows as your workspace.
Always save files such as word processing files and spreadsheets to this folder, and create all your sub-folders within this workspace.

That way you are unlikely to damage program or operating system files.
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· A fault with the operating system, such as deleting an important system file or because of a virus infection, can corrupt data or render the computer system unusable.

· A computer can develop a hardware fault, such as a hard disk failure, that will lose all the information held on the system.

· The computer may be stolen, resulting in a total loss of data.

· A power surge might cause severe damage to your computer.

· The computer, and copies of backed-up data, might be destroyed in a fire or some other catastrophic event, leading to a total loss of data.

Backing up systems

Backing up your system means making copies of the data stored on it. That way, if files on your computer are damaged, they can be restored from the copies. If your computer is destroyed or stolen the files can be uploaded to your replacement computer, and the data loss will be confined to the period between the date of the fault and the last backup.

Backing up is an important strategy, but it is not foolproof - it will often fail when there is a catastrophe such as a fire. This is because the backup copies are often kept in the same location as the computer that holds the information. For this reason its advisable to keep backup copies in a different location. In this way if a major catastrophe takes place the immediate losses of equipment are not compounded by the loss of the organisation's information resources too.

Storage media
There are many ways to backup information; one of the most important considerations is to choose a storage medium with sufficient capacity to store all the data you need to backup.

· CD writers: for backing up medium amounts of data, writeable CDs (CD-R and CD-RW) are a cheap and simple option. These provide 650 megabytes of storage at a fairly low cost. 
· DVD writers: writeable DVDs have a capacity of 4.7 gigabytes, and are a good option for backing up large quantities of data. 
· Zip drives: ZIP drives can provide up to 750 megabytes of storage, and although more expensive than CDs, the disks can be reused over a long period.
· Removable hard drives: removable hard drives function in exactly the same way as the standard hard drive which is part of your computer, but plugs in externally, and can be stored in a separate location and connected to a different computer if necessary.
· Tape drives: Tape drive copy files from your computer onto magnetic tape cartridges (similar to the cassette tapes use for recording and playing music). Tape drives typically store 40 or 80 gigabytes of data, depending on the type of drive.
· Copying data over a network: for computers that are permanently connected to a local network perhaps the simplest option is a network backup. This can be done by the user copying data to a server or, with the correct software installed, the server can backup each computer on the network overnight provided the user's machine is left running. The only problem with this approach is that a catastrophic event, such as a fire, is still likely to cause significant data loss. Therefore with a network-based backup it is important to create backup copies that can be stored in another location.

· Web-based backup services: backup service that you pay a monthly fee and backup your files online.   

Backup techniques and software
There are a number of options for copying data to your preferred storage medium:

· Simply copying the files to the storage medium – for example, writing the files to a CD.

· Compressing the files using a tool such as WinZip before writing them to the storage medium (see “Archiving and Compression” section below).

· Using dedicated backup software such as StompSoft's "BackUp MyPC" http://www.stompsoft.com/backupmypc.html. Storage media such as zip drives and CD/DVD writers often come bundled with backup software. 

Backup and compression software generally allows for both full and differential backups:

· A full backup backs up all the data on the computer or network (or section of a computer or network) which is being backed up. 

· A differential backup backs up only data which has changed since the last full backup. Differential backups reduce the time taken by the backup process.
However you backup the information, do a test-read of the stored information when the backup is created. Writeable CDs or DVDs are not 100% reliable, even if the drive reports that the data was written correctly. 

It's a good idea to keep more than one generation of backup - if you keep two or three backup copies you may be able to re-create the data lost if the most recent backup version is corrupted or damaged. 

	What should I backup?
· As an individual computer user you should ensure that you backup all your own data files such as word processing documents, spreadsheets and pictures. This is much easier to do if all these files are stored in the My Documents folder on your computer. You do not need to back files such as programs, but you should ensure that the original disks of all your programs are kept in a safe place along with any relevant licenses. Copy any programs you have downloaded from the internet, and store copies of them along with your other programme disks.

· As a network administrator you are responsible for ensuring that all data on the network is backed up regularly.




Segregating data for backing-up

Segregating information according to its sensitivity is good practice for individual computer users, and essential for organizational systems. Keep data which does not need to be backed up separate from data which does, and separate low sensitivity information from highly sensitive information.

· Information which does not need to be backed up: information such as saved web pages which can be downloaded from their original source and information of which there are CD copies is redundant for backup purposes. Backing up this information is a waste of time and resources since it can be sourced from other locations. As far as possible, redundant information should be kept in a way that allows it to be excluded from the backing-up process in order to save time.

· High and low-sensitivity information: information should be segregated according to whether it contains sensitive information such as personal information or financial data, or whether it is not sensitive. 

The accidental disclosure of the low-sensitivity information will not create a serious breach of confidence; this information can be backed up in a straightforward fashion. 

Disclosing highly sensitive information publicly, however, can damage your organization. This information should be segregated and backed-up separately. It isn't just that the backup copies need to be stored in a more secure manner. When the backup copy is replaced with a new backup, the old backup media must be securely erased or, in the case of write-once media like CD-Rs, destroyed. Never re-use media which has been used for backing up highly sensitive data for other purposes.

Archiving and compression

· Compression removes repeated sequences of data in order to reduce the size of files in order to store or transmit them. 

· An archive is a single file which contains a collection of smaller files. Archiving tools combine a collection of files into a single file, and generally compress the file at the same time.
	How compression works
Most computer files contain information which is repeated many times. For example, in your organization’s annual report, the name of your organization might appear 50 times. Common words such as “the” and “and” will be repeated many times over. 

Every letter or other character used in a document takes up space. A compression program allocates a number to each repeated word. For example

And



1

Organization
                          2

But



3

To compress the file, the program replaces the repeated words with the shorter codes, thus making the file significantly smaller.

To decompress the file, the program restores the complete versions of the words.




Tools such as WinZip enable you to compress (“zip”) and decompress (“unzip”) files, and to create archives. Many programs can also encrypt  (see lesson step 5.6.3) the compressed archive to prevent access to the information without a password.

	Compressing and archiving files with the WinZip 9.0 “wizard”
WinZip is one of the most widely used compression tools for the Windows operating system. A free evaluation version can be downloaded from http://www.winzip.com/ 

The WinZip wizard offers a simple interface for unzipping existing files, updating existing zip files, and creating new zip file. (If you wish to make use of more advanced setting options choose the WinZip Classic interface when you start the programme.

Here, we look at how to create a new zip file.
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· Select Create a new Zip file in the Select Activity dialogue, and click on Next.
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· Name your file, and click on Next.

· Click on Add files or Add folders to select the files you wish to include in the archive.
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· Select the files to add, and click on Zip Now.

· Your zip file is now ready. 




Some words of caution: compression tools are very useful, but they do add an extra level of risk to the backup process. For example, you might compress one hundred files into a single archive in order to fit those files on a single disk. If the information in the backup copy is corrupted you may lose all one hundred files in the archive, not just the one or two that might have resulted from those same files being stored on the backup disks as individual files.

How or when you use these programs is thus a matter of balancing your storage space constraints with your need for reliable backups.

	Backing up while on the move
More and more information devices are becoming portable - this increases the risk that the information they contain will be lost. Most significantly, the mobile device (such as a notebook) may be damaged or stolen. You can reduce the risk by:

· Conducting a conventional backup. The problem here is that you have to carry backup disks, and these may also be lost. However, if your device has the capability to create CDs, or if you use a removable external storage device, creating backups is very simple.

· Backing-up over the internet. There are various options to backup over the internet: you can create an archive and then e-mail it, or use a file transfer protocol (FTP) service to move the data to a secure server. The main disadvantage of this methods is that for large amounts of data you will need a broadband connection. Also, data you sent across the internet is not secure, and if you are transferring sensitive information you will need to take measures such as encryption.




Developing a backing up policy

To be effective backing up must be done regularly. That doesn't just mean backing up at fixed time intervals - it also means backing up at particularly significant points in your workflow. For example:

· It's a good idea to backup the file related to a particular work activity when that activity is complete, or when important milestones have been reached.

· When carrying out regular tasks, such as accounting or stock taking, it's a good idea to carry out a backup after this is complete to ensure those records are preserved.

Both individuals and organizations should have backing up policies. 

	Organizational backing up policies
It is important that organizations adopt a clear policy on the responsibilities for backing up the information held on computer systems and when this should take place – and that any necessary training is provided for staff.

There is no one correct model for a technical security policy. What matters is that the way the information backup is produced is regular, reliable, and achievable given the equipment that is available. What is important is that:

· The backup copies are securely stored to prevent their loss, or tampering with their content.

· Copies of the backup are kept at another secure location. This need not be done each time a backup takes place, but it should work around cycle that ensures that if there is a catastrophic loss of data will not be so serious that it prejudices the work of the organization.

· Data should be segregated according to its sensitivity, in order to reduce the scale of the backing up operation and to demonstrate compliance with any relevant legal requirements on the protection of computerized information.




Action for your online community

The risks outlined above can affect your online community or network in a number of ways. For example,

· Your online spaces may store a wealth of information: for example, contact information about participants, or the resources available through your web site. Losing this information would certainly have a negative effect on your community! 

· If community members are unable to deal with technical security problems on their own computers, they may be unable to participate actively in the community. 

Once you are familiar with the basics of technical security, apply this knowledge to your online community. 

· Ensure that the systems which store your online community’s information are regularly backed up.

· Build capacity among community members by raising awareness of the risks and the ways of minimizing them.

Summary

· By knowing how to store information reliably and securely we can reduce the risk that information will be irretrievably lost due to user error or damage to computers.

· Configure your word processing program and other office productivity tools to AutoSave the documents you are working on.

· Guard against catastrophic loss of information by making sure your “workspace” is separate from the areas of your computer which house program and operating system files; backup your system regularly and when important documents have been completed.

· Develop a backup policy for your organization: state who is responsible, what is to be backed up, and how often backups must take place.

· Ensure that the computers that store your online community’s data are backed up regularly.

· Raise awareness of technical security issues among community members. 
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