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Online resources
OCTAVE-S Implementation Guide

CERT Coordination Centre

http://www.cert.org/octave/osig.html

Last accessed: 18 May 2005

OCTAVE-S is a self-directed information security risk evaluation. It requires an analysis team to examine the security risks to an organization’s critical assets in relation to its business objectives, ultimately yielding an organization-wide protection strategy and asset-based risk mitigation plans. By implementing the results of OCTAVE-S, an organization stands to better protect all information-related assets and improve its overall security posture.

CERT Security Improvement Modules

CERT Coordination Centre

http://www.cert.org/security-improvement/

Last accessed: 18 May 2005

Each CERT Security Improvement module addresses an important but narrowly defined problem in network security. It provides guidance to help organizations improve the security of their networked computer systems.

The Best Practices of Highly Secure Organizations

Scott Berinato

http://www.csoonline.com/read/090104/survey.html

Last accessed: 18 May 2005

An article on emerging best practices identified from a survey of highly secure organisations.

Information Security Risk Assessment Practices of Leading Organizations

United States General Accounting Office

http://www.gao.gov/special.pubs/ai00033.pdf

Last accessed: 18 May 2005

GAO provides examples, or case studies, of practical risk assessment procedures that have been successfully adopted by four organizations -- a multinational oil company, a financial services firm, a regulatory organization, and a computer hardware and software company -- known for implementing good risk assessment practices. More importantly, GAO identifies, on the basis of these case studies, factors that are important to the success of any risk assessment program

Common Sense Guide for Home and Individual Users - Recommended Actions for Internet Security

Internet Security Alliance (ISA)

http://www.isalliance.org/content/bestpractices_cp.htm 
Last accessed: 21 September 2005
An introductory guide with basic steps you can take to ensure that your computer is not vulnerable to intruders.

Common Sense Guide to Cyber Security for Small Businesses - Case Studies of attacks on Small Businesses and a 12-step Program for Information Security

Carol Woody and Larry Clinton, Internet Security Alliance (ISA)

http://www.isalliance.org/content/bestpractices_cp.htm 
Last accessed: 21 September 2006
This document gives small organisations without an internal information technology department. It introduces several best practices in information security, together with case studies which illustrate why these countermeasures are important.

Home Network Security

CERT Coordination Centre

http://www.cert.org/tech_tips/home_networks.html

Last accessed: 18 May 2005

This document gives home users an overview of the security risks and countermeasures associated with Internet connectivity, especially in the context of “always-on” or broadband access services (such as cable modems and DSL). However, much of the content is also relevant to traditional dial-up users (users who connect to the Internet using a modem).

The Definitive Guide to Security Management

Dan Sullivan

http://www3.ca.com/ebook/default.aspx?sacid=60453

Last accessed: 18 May 2005

The Definitive Guide to Security Management is a comprehensive, in-depth security management educational resource. This eBook appeals to IT, security and business professionals who need to keep their organization's informational resources secure and available. It takes a relevant, detailed look at how to develop, implement and maintain an effective security management strategy.

Using an Ethical Hacking Technique to Assess Information Security Risk

The Canadian Institute of Chartered Accountants (Information Technology Advisory Committee)

http://www.deloitte.com/dtt/whitepaper/0,1017,sid%253D3676%2526cid%253D21710,00.html

Last accessed: 18 May 2005

It is important to assess the effectiveness of security measures protecting your organisation. This white paper explores an ethical hacking technique - referred to as Penetration Testing - that organisations are increasingly using to evaluate the effectiveness of their information security measures.

How to develop a Network Security Policy

Singapore IT Security Techno Portal

http://secinf.net/info/policy/netsec1.htm

Last accessed: 18 May 2005

A network security policy defines the organisation's expectations of proper computer and network use and the procedures to prevent and respond to security incidents. This paper defines some considerations and suggestions when developing your own security policy.

Books/articles

Barman. Scott. November 09, 2001. Writing Information Security Policies. USA: New Riders Publishing.

Writing Information Security Policies explains what you need to know in order to write effective information security policies. In addition to discussing the process, it looks at different areas of security statements to give you greater insight. With Writing Information Security Policies, you will learn how to: Coordinate and understand the writing of information security policies Provide a framework within which to think about how to construct your information security program Determine the parameters for compliance and enforcement to ensure the policies are successful And much more..

McNab. Chris. March 2004. Network Security Assessment. 1005 Gravenstein Highway North, Sebastopol, CA 95472, USA: O'Reilly.

Network Security Assessment offers an efficient testing model you can adopt, refine, and reuse to create proactive defensive strategies to protect your systems from the threats that are out there, as well as those still being developed. This thorough and insightful guide covers offensive technologies by grouping and analyzing them at a higher level--from both an offensive and defensive standpoint--helping administrators design and deploy networks that are immune to offensive exploits, tools, and scripts..
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