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Security is all about protection layered in depth through the provision of barriers to access. You must build different layers of protection - like the layers of an onion - around important equipment and information. 
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You need to protect access to:
· The building or premises where your equipment and/or files are located;

· The room where your equipment and/or files are located;

· The hardware of your computer(s);

· The operating system installed on your computer(s), and any boxes or cabinets where paper information is stored;

· Your files and data (including paper information).

Other important issues are services, such as power and Internet or network connections, that penetrate through the layers. These too must be secured if you are to have effective security. In particular, network or Internet connections should use firewalls to prevent access remotely over a network. You should also consider the other ways by which security can be covertly breached and try and minimise the potential for their use.

Level 1: Securing your premises

Securing your building is a matter of common sense. If you lost your keys, could you get into your office? If you can find a way in, it is likely that somebody else could. You will first need to consider the three types of intrusion you can expect:

· Opportunist burglars only want your equipment, not the data it contains. Good door and window locks are usually enough to prevent them gaining access. Opportunist burglars have no strong motivation to enter your property specifically- they will choose any empty, easily accessible property. Good external security will deter them.

· Targeted burglaries (where someone is trying to get into your premises because of who you are and what you do) are a different matter. However good your external security is, these burglars will try to get through it. Your defence must be to protect the items they are likely to be looking for.

· Access by the state or police cannot be prevented, but can be made more difficult. If they can't get in with your co-operation, they'll force their way in. If you try and hide things in the building, they will quite happily rip the building apart to find them. There's no hiding from a search warrant, so there's no point in trying - all they'll do is make an even bigger mess of the office.

When looking at physical security measures, consider the following points:
· Doors - Using a dead-lock will prevent people from opening the door from the inside without a key, making it more difficult to remove equipment.

You can only strengthen doors so far. They only need to be strong enough to prevent someone prising them open with a crowbar or kicking them in with a boot. If they are too strong, the fire brigade won't be able to get in if your building is on fire.
· Windows - Use key locks to secure window frames (professional burglars carry a variety of the spanners and pins used to open standard security locks). Burglars are often unwilling to break glass because it's risky climbing through the broken glass on the frame. Preventing them from opening the frame after they have broken the window will be a deterrent.

Toughened glass can help prevent access, but it can also trap you inside during a fire. If you put bars on a window which may be a means of escape in an emergency, make sure the frame that the bars are attached to is hinged and can be opened quickly.
· Walls - It's as easy to smash a weak wall than a strong door. Many newer buildings do not have solid internal walls, just boarded partitions. If you need really good security, you may need to consider the likelihood of someone gaining access from another part of the building.

· Roof spaces - If you share roof spaces with adjoining buildings you should fit locks to prevent access that way.

Roof and ceiling spaces are good locations for listening/surveillance devices because they provide space for equipment, and they have power supplies running through them. Tell-tale signs of interference from a roof or ceiling space are small holes on the ceiling, or unexplained damage/repair to the paint work. You should restrict people's ability to access roof spaces in general.

Planning for a 'catastrophic' raid or burglary

As part of the assessment of risks, it is important to consider the 'what ifs...' for common events. Two significant problems are raids by the state, or motivated attacks or burglaries that seek to remove or destroy your data and equipment.

In the event of a raid you should have identified procedures to: call or inform other persons or organisation you work with; obtain legal support, if possible immediately, in order to lessen the damage or impacts of the raid; and activate a network of friends or supporters who can immediately begin fighting your cause whilst you are in the middle of having to deal with the circumstances of the raid, and perhaps the detention that might immediately follow.

Classifying information as 'general', 'irreplaceable' or 'sensitive' allows you to provide appropriate protection with minimum effort. If the information was appropriately classified, backed-up off-site according to its importance, and protected according to its sensitivity, the loss of the information should not prove a major obstacle. So long as sensitive data was encrypted, and the passwords for encryption were not disclosed, you may assume that the information has not been disclosed (but you may not be able to rely on this if someone who knows the passwords was pressured to disclose them).

What is important is ensuring you can recover and start again. For this reason you should try and arrange with someone to have access to another computer that your backed-up information will be compatible with. You should also make sure that, if the original copies and licenses for your software were taken or destroyed, that you can obtain copies of the licenses from the manufacturer, and access to copies of the software, to reinstall when you get another computer of your own.

Finally, either after a burglary or raid, you should change all passwords - for computers, Internet access or email. You should also generate a new set of encryption keys with a new password (but keep the old ones - you'll have to decrypt sensitive data that has been backed-up, and then re-encrypt with the new password).

Level 2: Securing the Room

You can secure a house or office up to a point, but not so far that it may prevent emergency services getting in when you really need assistance. Once you have done what you can to make your building secure, you should then consider the room, or rooms, where you keep sensitive information.

There are a few basic things you can do:
· Locks on any means of entry to the room - this may be windows and/or doors.

· Use cupboards and lockers to store material, and bolt them to the wall or floor to stop them being removed.

· Vital equipment can also be bolted to shelves or workbenches, providing they too are fixed to the wall or floor. You can get brackets or metal cages for computers, thereby ensuring that important systems can be fixed to floors or shelves.

· Although alarm systems for a whole building can be expensive, you can secure a room using simple systems that detect motion within a space, without the need for a lot of wiring.

Level 3: Your Computer Hardware

Computer hardware (the physical components of your system) usually comes with a number of features that make it more difficult (although not impossible) for unauthorised people to use a computer system. These features are a mixture of physical and 'firmware' (programmable hardware) locks:
· Most computers have a facility for a password to be entered before the computer boots up. The 'BIOS' password is held in an area of memory inside the computers circuits, but it is only secure if the person cannot get access to the inside of the computer. If the computers case is opened and the battery inside disconnected, the password will be cleared from memory after one hour and anyone will be able to boot up the computer.

Some (but not all) computers have 'back doors' installed in the computer's firmware. They allow the police, security consultants, etc., to gain access to the system with a secret password unique to each type of computer system. If in doubt ask the manufacturer before buying the system.
· Keyboard locks are small key-activated locks on the front of a computer which disconnect the keyboard from the computer system, making it unusable.

Keyboard locks are easily forced, or can be manually bypassed if someone gains access to the inside of a computer's case - they are therefore no guarantee of restricting access.
· Floppy disk drive locks are flat pads inserted into the floppy disk drive (like a normal floppy disk). Most require a key to fix into place and to remove. If someone tries to remove the lock it will damage the disk drive, making it unusable.

The aim of a floppy disk drive lock is to prevent the removal of data from the system, but they can be easily overcome - for example, by simply replacing the floppy disk drive.
· A removable hard drive rack and caddy allows for the entire hard disk of the computer to be easily removed and locked away for safe keeping, or taken away from the office altogether. This is the most secure option for computer systems. If the hard disk, containing all the data on the system, is removed, there is no possible way to access it.

Hard drives can be easily removed by unwanted visitors, so get disk racks with key locks to hold the hard drive caddy in place.

· Lockable cases are included on some computers. They prevent access to the inner workings of the computer system, but the locks are often of low quality and can be easily forced. However, you can buy high-tensile steel locks that clamp the case together. Some of these also double up as frames (or small cages with a high-strength lock on the front) that lock the computer to a desk, floor or other surface. They are good anti-theft devices because not only do they prevent removal of the computer, and they also prevent people getting at the expensive and easily portable components inside the case.

How far you need to go in securing your hardware will very much depend upon the type of threats you are guarding against:
· Opportunist theft - Locking your equipment to a desk or to a work surface is the most secure option. With a little more difficulty and a little less security, you can also secure by fixing screws from inside the case, through the base, into the work surface below.

· Targeted theft - If someone is after your data, they can circumvent any hardware security features, with the exception of removable hard drives. To protect your data, install a removable hard drive, and remove the hard drive to another, more secure location at the end of the working day.

Hardware, in particular the monitor (the display screen) gives off strong radio waves. These can be picked up using special equipment; just a few hundred metres from where you are using your computer, someone can reassemble an image of what you have on your screen at any time (the military code name for this type of system is 'tempest').

If you are concerned that the material being displayed on your system is so sensitive that you cannot risk any disclosure, you should pay for an extremely expensive 'shielded' monitor. This has a metal mesh running inside the case, and the glass screen is interlaced with fine wires, to prevent the emissions of radio waves. The easier option is to use a laptop computer, which is far less liable to give off large amounts of radio waves from the display screen.

Level 4: Your Operating System

How you make your operating system secure will very much depend upon the threats that you are likely to face. If you want to secure against opportunistic damage or theft, operating systems do not provide a great deal of additional protection. If you want to protect against theft of or damage to data, the operating system is very important.

Windows (the most popular desktop operating system in the world) has next to no security at the operating system level:

· User accounts can be easily bypassed

· Once access to the system is gained, all areas of the system are open to the reading and writing of data.

· Some versions of Windows, such as NT, have better security and segregation of parts of the system between different users. But the Windows operating system is notoriously fickle when it comes to security, and most of these security features can be bypassed.

· Because Windows does not prevent users of the system from having access to files and programs that make the operating system function, it can be easily damaged or corrupted by mistake.

· Windows programs, in particular the Microsoft Outlook email program, are highly susceptible to computer viruses.

The best form of security available at the operating system layer is encryption of the hard disk.

If you use Windows you should be aware that:
· The disk encryption that comes with the later versions of the operating system is not very secure, and can be easily 'cracked' by the police or security consultants.

· It is possible to get programs to encrypt portions of the hard disk on Windows systems, but they are not totally secure; there are always areas of the disk where your data may be backed up in an unencrypted form, and so available to anyone with the knowledge of how to interrogate the hard disk.

· Hard disk encryption uses a lot of processing power, and therefore should only be used on more powerful computers; it will significantly decrease performance speeds on slower computers.

A simple and effective way of protecting your system when computers are running is to use a screen saver with password protection:
· If you leave your computer, and are delayed for longer than you expect, the screen saver will start up after a few minutes and prevent others viewing your work, removing data or corrupting the contents of your computer.

· If you are working on something sensitive, and want to leave the computer, you can run the screen saver to lock out access.

· If you leave to answer the door, and it happens to be a raid, the screen saver can lock up the computer to prevent access. This requires a short screen saver time limit to be effective - no more then three to four minutes.

Screen savers are not wholly foolproof. There are ways to circumvent them, although it would take professional assistance to do so.

Level 5: Protecting Your Data at Program Level

Most program-level security uses passwords to prevent access to word processed or database files.

The password protection systems available with most mainstream office programs are completely insecure. They work by simply refusing access to the file; because they do not encrypt the contents of a file they still allow the raw data to be read by anyone who knows how.

Other systems work by 'hashing' the data. This is a very weak, low-level form of encryption that is easily cracked. You can find programs available over the Internet that enable you to do this.

The main form of program-level security is the use of secure encryption programs, such as PGP, to encrypt files (see the briefing on Using Encryption and Digital Signatures).

You should not rely on encryption for total security. When editing data, your computer uses areas of the hard disk for temporary files. These files are not fully erased from the hard disk when you close the file you're editing, and so for some days afterwards, parts of the file you were editing will be available to anyone who knows how to access the raw data stored on the hard disk.

The only certain safeguard against this is to encrypt your hard disk at the operating system level.

A less reliable option is to use a program that scrambles or overwrites all unused areas of your hard disk with random data and so completely erases any temporary files. If you use this sort of program, you must remember to run it on a regular basis, otherwise you will jeopardise your security.

The other essential aspect of program-level security is maintaining the system and protecting against computer viruses. There is a variety of specific programs available to help you do this:
· Use clean-up tools for your hard disk, to repair or remove corrupted data from the system. This will make your system faster and more reliable, but also helps security. When files are deleted they are not really deleted -they are just removed from the index of files on the disk.

· You can get programs that shred files by overwriting them with random data.

· Remove damaged files (by using utilities like Scandisk for Windows), and reorganise the files on the disk in a more logical order (by using utilities like Defrag for Windows). This will make it harder for intruders to access files you have deleted or any temporary files created when you edit data.

· Use an anti-virus program for systems that are susceptible to viruses. This is primarily those using the Windows operating system and Microsoft-based Internet and email software.

Anti-virus software is no failsafe guarantee of protection. New viruses arise all the time, so if you use anti-virus software be prepared to pay for regular updates.

The majority of computer viruses target Windows, and are initiated through Microsoft's Outlook email program. You can improve security by using an alternative to Outlook for email, or even using an alternative operating system that provides a higher level of security, such Apple Macintosh or the Linux operating system for PCs.
· Encryption programs often have other useful functions contained within them. Some have shred functions that completely erase data from the disk (see above). Others have scrambling functions that overwrite all unused areas of a disk to remove deleted files and any temporary files created by the operating system (see above).

· Most programs have a setting enabling you to automatically save and back-up copies of files that you are working on at regular intervals. This is a good way of guaranteeing against the loss of information if your computer crashes whilst you are working, or if you accidentally delete a large quantity of data and cannot 'undo' the operation to put it back. Creating back-up copies also means that the older version of the file can still be accessed. This can be useful if you accidentally edit the wrong file, delete data or a main file and cannot recover it. 
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