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	Asset
	Anything of value to the organisation.

	Cracker
	A 'cracker' is a person who engages specifically in the breaking of security systems, especially networked computers. Crackers specialise in using various techniques to 'crack' the security of a system in order to gain access. Most crackers are likely to be hackers, but only a minority of hackers will actually engage meaningfully and persistently in the cracking of systems.

	Hacker
	The term 'hacker' has been abused by the media to give a negative connotation - of someone who engages in breaking into computers. In fact 'hacker' within the subculture of computing has a positive connotation, meaning someone who is technologically adept with computers, electronics or any other technical specialism. In the computer subculture those who break into computer systems are referred to as 'crackers'.

	High-Risk Environment
	An environment where an organisation faces serious threats and risks that can cause damage to its operations or stakeholders. Organisations can for example have very sensitive information of its members that must be kept confidential and private by any means. Another example is an organisation located in an area of constant natural disasters such as violent thunderstorms. When an organisation is working under high-risk environment the information security issues should be given very high priority. Opposite of low-risk environment.

	Information and Communications Strategy
	This strategy defines the main information organisation needs in its operations, how the information is organised, processed, and communicated both internally and externally. It should also state the sensitivity of the information and who should have the ability to access, process and distribute the information. 

	Information Security
	Information security is the theory and practice of setting up and using computer and communication systems to protect the integrity of information, prevent the loss of information during processing, and ensuring that those who need information have access to it whilst at the same time others who have no right of access should not.

	Information Security Plan
	An information security plan is a document that guides the activities of an organisation towards a more secure environment. It summarises the decisions what security barriers, security policies and training an organisation need to implement. The plan is based on the unique needs and strategies of the organisation. 

	Information Security Policy
	Information Security Policies are an essential part of a secure environment. Where security barriers are physical or information system controls, policies provide guidelines for different processes that organisation and its staff and members should follow.

	Information Security Team
	Decision-making mechanism with responsibility for the information security plan. Team members should have a broad knowledge of the organisation's programs and security processes. The responsibilities of the team will extend beyond the duration of the core planning process and they will also be instrumental in ensuring that the information security plan gets implemented. The team should be large enough to be representative, but small enough that they can actually get things done. 

	Low-Risk Environment
	An environment where an organisation doesn't face specific serious threats and risks that can cause damage to its operations or stakeholders. When an organisation is working under low-risk environment the information security is still an issue and basic controls and policies should be in place. Opposite to high-risk environment.

	Malware
	See 'Viruses and Malware'

	Recovery Cost
	Cost in terms of time and money used to be able to retrieve data from its storage media.

	Security Barrier
	A security barrier is a means of restricting access or protecting information or equipment, and forms the basis of information security. In practice there is not one barrier - there are multiple barriers. This not only recognises the need to protect different levels of the environment within which information is held,.it is also a key part of protecting information according to its sensitivity. Barriers are not foolproof - all barriers have weaknesses. Instead the purpose of a barrier is to impede access to the point where, with a succession of barriers, it takes an impractically long time to gain access without being detected.

	Security Control
	See Security Barrier

	Security Threat and Risk
	Any internal or external danger that challenge the confidentiality, integrity, or availability of information. 

	Security Vulnerability
	Any weakness that can be exploited to compromise an asset.

	Sensitivity
	Sensitivity is one of the important tests within information security. It is a waste of resources, and often not physically possible, to apply strict standards of security to absolutely all data. Therefore one of the first steps to developing a system of information security is to assess the sensitivity of information, and classify it on a sliding scale so that different measures can be applied to highly sensitive data, sensitive data, data that needs to be controlled, and data that is insensitive.

	Strategic Technology Plan
	The Strategic Technology Plan is a document that guides the activities of an organisation to reach its vision and strategic objectives through efficient use of information and communication technologies. This involves looking to the future to see how technology might be incorporated to improve knowledge creation, collaboration, efficiency and productivity, program delivery and program visibility. The plan is based on the unique needs and strategies of the organisation. 

	Viruses and Malware
	Viruses are programs that do things you don't want to your computer. It could involve emailing all your friends with sensitive files picked at random from your hard drive. Some will delete all the data on your hard drive. For this reason viruses, and virus-like programs called Trojans and worms, are called 'malware' (MALicious software). There are a variety of ways to stop viruses. The most effective is regular maintenance of your system, and configuring it to disable macros in programs such as Microsoft Word that allow the viruses to work. You should also use anti-virus software to regularly scan programs on your computer, and to scan all emails and attached files that you download.
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