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About this document

These materials are part of the ItrainOnline Multimedia Training Kit (MMTK). The MMTK provides an integrated set of multimedia training materials and resources to support community media, community multimedia centres, telecentres, and other initiatives using information and communications technologies (ICTs) to empower communities and support development work.
Copyright information

This unit is made available under the Creative Commons Attribution-NonCommercial-ShareAlike License. To find out how you may use these materials please read the copyright statement included with this unit or see

http://creativecommons.org/licenses/by-nc-sa/2.5/legalcode
Introduction

Investing time in planning for secure computing is always beneficial. It is important to remember that achieving a secure environment is a process, not a product. It is not possible to buy security and install it. It is a collection of different measures, methods and ways of working. As an end product an information security plan and different policy documents will guide the activities of an organisation towards a more secure environment and could also save an organisation from many security-related troubles. 

Because each and every situation is different these materials have a primary focus on process, rather than on providing “correct” answers. To make full use of this unit you will need a basic understanding of information security issues in general.  
Planning towards a more secure information and communications environment

For most organisations, planning and preparing an environment for information security is part of the process of more general technology planning. Security-related issues are generally taken into account very briefly, concentrating mainly on virus prevention and backing up the data. Many organisations would benefit from more in-depth planning, and for organisations processing confidential information or working in a high-risk environment it is essential. 

Planning for secure computing can be followed as an independent or concurrent process in cases where more comprehensive technology planning has been done or where information security is an important issue. The inputs needed to prepare a strategic technology plan and information security plan are illustrated in Figures 1 and 2. If the process for preparing these plans is concurrent there are several common tasks to be done that are related to both plans and can be done at the same time.

Figure 1: Inputs for strategic technology plan
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Figure 2: Inputs for information security plan
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Process

There are six separate phases when planning and maintaining the information security plan (Figure 3). Each phase has its own goals and requirements, and consists of several tasks.

Figure 3: Process phases
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Preparation

Preparation is not a core part of the planning process, but it is an important phase before any planning should take place. The person who is facilitating the planning process should ensure that s/he has the necessary technical skills, an understanding of the external environment (such as ICT security-related issues and the way the NGO sector works), and an understanding of the planning process and basic tools and templates to use during the process. It is important to note that nothing beats practical experience and during the first few planning projects an honest approach, where the facilitator emphasizes their lack of experience, is recommended. 

Introduction phase

The introduction is a very important part of the process in order to be able to achieve immediate buy-in from the organisation. The facilitator's role is only to expose the organisation to the important technological issues, build the awareness of different possibilities and pitfalls, and guide the organisation through the decision making and planning process – not to make decisions. The facilitator should never allow the organisation to expect that someone else (meaning the facilitator) is going to make the decisions on their behalf. Without a successful introduction and buy-in there is no drive to turn the technology plan into action.

The best way to introduce the process to the organisation is to have at least one session where the following issues relating to the process are discussed:
· Introduction to information security and planning

· Objectives of the process

· Roles and requirements during the process

· Expected timeline

· Composition of an information security team

It is also important to collect as much information about the organisation as possible during the introductory visit.

Note: If it is not possible to pay an introductory visit to the organisation it is worth sending an introductory letter that highlights the main issues. It is frustrating to end up with disagreements about the process and even having to cancel the project if the organisation is far away.

Who should be involved in this process?

Throughout the planning process, it is vital that there is representation from a range of the organisation's staff. Team members should also have a broad knowledge of the organisation's programs and security processes. This ensures that the plan is not just the product of one person's understanding and knowledge, and that the organisation does not lose all the knowledge if one person leaves the office. It also ensures that when it comes to implementing the plan there is buy-in from all those who will be affected by this plan. Nobody will know better what the needs are in a particular area of operation than the person responsible for that area.

The responsibilities of the team will extend beyond the duration of the core planning process: they will also be instrumental in ensuring that the information security plan gets implemented. The team should be large enough to be representative, but small enough that they can actually get things done.

If the planning process is done as a part of a broader technology planning process then the information security team can be the same as or part of the more general technology team.

Assessment phase

Before deciding where an organisation is going, they need to know where they are right now. The assessment phase is the act of stepping back to take a look at the current state of information security from an objective perspective. This process helps to identify both bottlenecks and the potential that organisations currently have at their disposal. The assessment also provides a baseline against which to measure future improvements.

There are a variety of methods that can be used for technology assessment. Much of it is simply interviewing staff or walking around with a clipboard and marking off what the organisation has already.
The organisation’s information and communications strategy should be seen as a starting point when planning a more secure environment. This strategy defines the main information needs, how the information is being organised, processed, and communicated both internally and externally. It should also state the sensitivity of the information and who should have the ability to access, process and distribute it.

The assessment phase has five main steps as illustrated in Figure 4.
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Figure 4: Steps of the assessment phase
Step 1: Identify and assess assets
Assets are anything of value to your organization; they are what you want to protect from threats. Assets don’t have only monetary value: damage to assets could mean a loss of time and reputation, not just financial loss. 
Your assets might include:
· Computer hardware and software

The first step here is to understand what technology is used within the organisation. In general, this includes an analysis of the specifications of the network and each computer, including information on the processor, memory, hardware and software installed. The infrastructure assessment also includes an inventory of peripheral devices such as printers and scanners, mobile devices such as flashdisks, and information on your network setup.

A range of tools are available for general technology infrastructure assessments. TechSurveyor Offline and Belarc Advisor are both tools that can tell what hardware and software the organisation has in its computers without having to touch any nuts and bolts. Belarc Advisor (http://www.belarc.com) is a free PC auditing tool, and TechSurveyor (http://www.techsurveyor.org) is an inventory, benchmarking and reporting tool which summarises information and can even point out areas that are obsolete. TechSurveyor has an offline tool for low resource settings, where Internet connectivity is unavailable or unreliable: http://techsurveyor.npower.org/tools/erider/

· Information

This can include things such as databases, financial records, staff records, publications etc.
Once you have identified your organization’s assets, try to “weigh” their importance to you. What is critical for you to protect? What is important for you to protect? What is of less importance for you to protect? Think of what would happen if the assets were lost, damaged or stolen. Rate the value of your organization’s assets as low, medium or high.
Step 2: Identify and assess threats

A threat is “anyone or anything that can exploit a vulnerability to obtain, alter, or deny access to an asset”
.
Threats can be natural events, such as floods, or they can be accidents resulting from human error. They can also result from intentional acts to harm, such as stealing or destroying data. One of the easiest ways to get access (e.g. to passwords) is people’s vulnerability to ‘social hacking’ where the hacker gains trust through phone calls and emails and convinces employees to provide information (this was a favourite method of Kevin Mitnick, who was one of the most dangerous hackers in the world). For an organisation working in a high-risk environment this threat is much higher than for an organisation without confidential information to protect.

The most common everyday threats organisations face are:
· User error (accidentally deleting files/damaging storage media, not turning security features on)

· Problems with software

· Deliberate damage or interference (malware, motivated damage/interference)

· Equipment failure

· Theft

· Identity theft (someone is using fake physical or virtual identity to access confidential information)

· Power surges, flood and fire.

For each asset identify the threats that exist, and for each threat identify the how high the likelihood of it occurring is – low, medium or high. Then assess the impact of each threat – low, medium or high – according to whether it would just be an inconvenience, or whether it would have a disastrous impact on your operations.
This assessment will be used as a basis for assessing risk and determining policies and strategies, and efficient ways to implement them.

Step 3: Identify vulnerabilities

A vulnerability is “anything that could be exploited to gain or deny access to an asset or otherwise compromise an asset.” 
 For example, not running anti-virus software will make you more vulnerable to computer viruses (as could a lack of staff skills), while a lack of burglar guards could render you more vulnerable to theft of equipment.
For each threat facing your assets, identify how vulnerable you are to the particular threat. When you have done this, identify the importance of the vulnerabilities as high, medium or low. 

Various tools exist to help you test the vulnerability of your computer systems. A comprehensive vulnerability testing policy compliance tool is Symantec Enterprise Security Manager (http://enterprisesecurity.symantec.com). At the other end of the scale is Nessus (http:/www.nessus.org), an open source vulnerability scanner. Gibson Research Corporation (https://www.grc.com) provides a free Internet security check-up and information service Shields Up!. 

Technology is a tool, and like any tool, if an organisation doesn't have the skills to use it, it has very little value. As an example from industry, 75% of information loss or system damage is caused by staff error, rather than by external forces (such as hacker/crackers or viruses).

When looking at your organisation's current experience of technology, a process of interviews and group discussions are useful to determine where the needs are. During these discussions it is also possible to find out what the level of information security knowledge of the staff is and to find weak spots.

To determine where further training or guidelines are needed, it is necessary first to determine what skills are needed for the security related tasks done by each person, and then checking whether they have the necessary proficiency.

Staff skills assessments can be done formally or informally. When looking at the organisation's current experience of technology a method of interviews and group discussions work well to determine where the needs are.

A questionnaire is a good way to assess individual skills since the same questionnaire can be used to evaluate later the success of the implementation of the training plan. TechSurveyor (www.techsurveyor.org) has useful worksheets for testing general ICT skills and analysing training needs that can be used as an example when creating more security related questions.

Step 4: Identify current safeguards/barriers
What is currently being done to protect your assets? Identify what safeguards and barriers the organisation already has in place.
· Technical and infrastructure 

When focusing on information security it is important to analyse how the current infrastructure supports the security needs of the information and communications strategy and policy, and how it protects the organisation from the identified security threats and risks. These methods can range from software applications to uninterruptible power supplier.
After listing these methods it is important to asses how well they work in practice. For example a network or computer should go through a number of security tests against weaknesses. The purpose is to find the vulnerabilities before an external threat is able to use them against the organisation. There are many ways to exploit security vulnerabilities and that is out of the scope of this training module.

· Policies 

After assessing the infrastructure, the next step is to list the processes and policies that guide the use of technology within the organisation. Examples include backup policies and processes, virus protection strategies and other guidelines that keep the technology running smoothly.

These processes and policies should be assessed against the information security needs identified earlier and any insufficient and missing policies or should be noted.

· Support

If the back-up system of the organisation suddenly stops working, who do staff go to for support? If the server has been outsourced, where is it hosted? Who can provide training for the staff? There might be a situation where the organisation is unhappy with the service received from external providers and want to consider looking elsewhere for support. Having this information documented is essential when it comes to dealing with emergencies or when key staff members leave, and can help to highlight vulnerabilities.
Step 5: Risk assessment
Risk is “a combination of the asset value, the vulnerabilities with respect to the asset, and the threats that can exploit the vulnerabilities. If all are high, then the risk is high”: 

Relative Risk = Asset Value x Vulnerability x Threat

A table like the one below is helpful in setting out your risk assessment:

	Asset
	Category


	Threat
	Category


	Vulnerability


	Category


	Risk

	E-mail server
	High
	Viruses
	High
	No network-wide anti-virus program
	High
	High


Focus on the most critical assets and the most likely threats. Balance the importance of the assets with the criticality of the threats and vulnerabilities.

Planning phase

Figure 5: Steps of the planning phase
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Results of the assessment process

Once the assessment process is completed, the information security team should have a good idea of where the organisation stands now: what the most critical assets, threats and vulnerabilities are, where the most serious risks lie, what works, what doesn't, where they can improve and what potential they already have within the organisation. The inventory of assets can be used when making changes to infrastructure or when external assistance is needed.
Step 1: Determine the safeguards and barriers which an information security plan must address
After prioritizing the risks it should be determined what steps are required to address them. The first task is to consider whether the existing security barriers, policies and skills are enough. If not, the next task is to decide what technical means the organisation could use as a security barrier, what extra policies needs to be in place, and what training the staff would need so that the organisation would be able to reduce the risk. If necessary, some time should be put into researching different options in order to determine which would be best for the organisation.

Step 2: Costs, timelines, and responsibilities

Now it is time to turn the list into something that is achievable, with a budget and timeline. After estimating approximately how long each step will take and what it would cost, the team should decide who will be responsible for each objective, and set a date by which it should be implemented. An information security plan has very little hope of being implemented if there is no responsibility and follow-up.

Among the costs to take into account when budgeting:
· Hardware

· Software

· Setup charges (wiring, furniture, facility modifications)

· Ongoing service fees

· Service contracts and maintenance

· Insurance

· Operating expenses

· Personnel costs (in-house support staff, consultants)

· Staff development and training

Step 4: Final implementation plan

The initial prioritization of risks and proposed safeguards was done without reference to costs. As part of the development of the final plan, each of the proposed safeguards should be reviewed with both cost and likely impact on operations in mind.
The plan will become the main document during the implementation phase and a starting point for future versions. Don’t include all the information you have gathered in the main body of the plan - assessments, information and communications strategy and other related documents can be included as appendices.

Evaluation phase

As for every project the implementation of the finalized information security plan needs to be followed and achieved progress evaluated. The implementation team should meet regularly, for example every month or even every week, depending on the urgency of the objectives. 

Update phase

Because the risks and threats change over time, especially in high-risk environments, organisations should assess the risks and threats and determine whether existing security barriers, policies and staff skills are still appropriate.

When planning to introduce new technologies it is important to assess how the technology changes will influence information security controls and policies. This is especially important when preparing a strategic technology plan for the organisation. As a practical example think of an organisation that is currently using five computers which are not networked together. One of the computers has a client database with very sensitive information. The strategic technology plan recommends implementing a local area network and using a central server for data sharing. There is also a recommendation to use a broadband Internet connection for the office. If implemented, the organisation would need to think very carefully about what kind of threats and risks are related to these changes. A simple firewall might not be enough to protect external people from accessing the sensitive database and its information.

� Vishal Visintine, 2003, “An introduction to Information risk assessment”. http://www.sans.org/reading_room/whitepapers/auditing/rss/1204.php


� Ibid.


� Ibid.
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