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	Introduction
	A general introduction to planning for a more secure information and communications environment.


	Timing/duration
	4 hours including one break



	Content outline and main topics covered 
	00h00 - 00h05 Welcome and Objectives 
00h05 - 00h30 1st Group Exercise 
00h30 - 00h40 Overview of the planning 
00h40 - 00h50 Preparation Phase 
00h50 - 01h00 Introduction Phase 
01h00 - 02h00 Assessment Phase 
02h00 - 02h15 <break> 
02h15 - 03h15 Planning Phase 
03h15 - 03h20 Evaluation Phase 
03h20 - 03h25 Update Phase 
03h25 - 03h55 2nd Group Exercise 
03h55 - 04h00 Closing



	Target audience
	Non-profit ICT consultants, anyone interested in information security planning.

	Prerequisite skills/knowledge
	Basic ICT skills are enough to understand the basic principles of the planning process but understanding of non-profit ICT systems, non-profit management and operations, and general information security issues are essential to get the most out of the training



	Unit objectives/expected outcomes
	By the end of the unit participants should

· Understand the steps involved in information security planning

· Be able to facilitate an information security planning process in their own or another organization.


	Pre-workshop activities
	The training can be done without any pre-workshop activities. If possible the participants should familiarize themselves with the information and communication strategy, existing information security related processes and policies, and current security barriers used in the organisation. This would help the participants to relate the training contents to a real life case and would first of all motivate the participant to learn as much as possible and secondly motivate the participant to facilitate the planning process within her/his own organisation. The individual exercises can also be prepared either before or during the training (depending on the available time for the training). If the exercises are a pre-workshop preparations it is important that the participant has received the handout beforehand.

	Notes on using exercises
	Group exercise 1: The objective of this exercise is to introduce some of the issues related to information security planning by giving them a problem before any theory. It should raise their interest towards the rest of the training. Separate the audience into three working groups of approximately the same size. Give each group one case to consider and ask them to answer the two questions which should frame their thinking in terms of assessing and responding to their current risk environment. Leave 10 minutes for short case summaries and group discussion. 
Group exercise 2: Separate the audience again into the same working groups (they will still be using the same case examples for this exercise). Give each group the appropriate case and ask them to answer the related question, which should guide their thinking in terms of considering the security implications of future strategies. After understanding the issues around information security planning the participants should be able to decide whether or not technology, operational or program changes could have impact on the information security and initiate more comprehensive assessment and planning process. Leave 10 minutes for short case summaries and group discussion. 
Group exercise 3: This exercise can be used during specific technology related training units, such as wireless security. Ask the group to answer the related question, which should guide their thinking in terms of considering the security implications of specific new technologies. 
Individual Exercises: During these exercises the participants need to follow the information security planning process through a simplified case related to their own organisation. The purpose is not to find comprehensive answers but rather direct the thinking of the participants to right direction. Hopefully, after these exercises, the participants are motivated to take the process forward. 
The individual exercises can also be used as group exercises if the participants can be grouped by organization.

	Resources included with unit
	· Handout
· Security barriers handout

· Slides

· List of additional resources

· Exercises

· Notes for trainers

· Glossary

· Copyright statement

· Materials evaluation form (for trainers)

· Workshop evaluation form (for participants)



	Additional trainer resources
	Trainers can use the same resources as the participants to further develop the materials. Some of the additional resources are very comprehensive.



	Equipment needed
	A computer and overhead projector.


	Comments
	Future development considerations: - more detailed process description - templates for different process phases - template information security plan - example information security plan These would almost form a basis for a useful toolkit
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